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Motivation
● Case 1: Thermal sensor of a device causing error during the booting process
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https://e2e.ti.com/support/sensors-group/sensors/f/sensors-forum/1492866/tmp451-q1-tmp451-detects-
open-fault-after-initialization

https://forums.developer.nvidia.com/t/jetson-orin-nx-cold-boot-failure-at-20-c-soc-therm-reports-invalid-t
emperature/356467
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Motivation
● Case 2: Malfunctioning sensors and systems have caused serious accidents.
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https://www.pbs.org/newshour/economy/u-s-opens-tesla-probe-after-more-crashe
s-involving-its-so-called-full-self-driving-technology

https://www.businessinsider.com/boeing-ethiopian-investigators-confirm-bad-sens
or-triggered-faulty-software-before-crash-2019-4
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Motivation
● The System/Software 

Development Life Cycle (SDLC) 
includes many phases of testing 
for each verify a stage of the 
development before moving 
forward.

● Detecting bugs during each stage 
of testing has increasing difficulty 
and cost as the system nears the 
operational stage.
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Motivation - Embedded Systems Labs
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https://www.lf-lang.org/embedded-lab https://www.lf-lang.org

https://www.lf-lang.org/embedded-lab
https://www.lf-lang.org/
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Motivation - Embedded Systems Labs
 

● Students and TAs encountered issues with the build and toolchain setup.
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Proposed Setup - Block Diagram
 

 https://www.lf-lang.org/  https://www.raspberrypi.com/  https://www.pololu.com/product/5001 7

https://www.lf-lang.org/
https://www.raspberrypi.com/
https://www.pololu.com/product/5001
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● LED
LED serves as a 
representation of status 
indicators on robots or 
CPS.

● Motors
Motors are actuators 
which allow motion on 
many robots.

● IMU and Display
IMU is used for 
navigation since there 
are no cameras on this 
robot.

● Bump and display
The reflectance sensors 
are also used for 
navigation.

Test cases

9



Copyright © 2025 Arizona Board of Regents

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

Test Case - LED
 

● LEDs – Status and working condition in CPS
● Test using camera, image processing.
● Color mask to filter out the other LEDs and only check for the active pixels when 

the LED turns on.
● A 30 second experiment run time reduces the deviation and lets the software 

calculate the blinking frequency.
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Test Case - LED
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Test Case - Motors
 

● Motors - An actuator for motion in CPS.
● A camera to detect the motion and the RPM. 
● Same filter method as the LED test case. Two dots, a 

central dot and a dot on the spoke. 
● The relative angle using centroid method determines 

the number of rotations.
●  Highly dependent on frame rate of the camera and 

resolution.
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Test Case - Motors
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Test Cases - Bump Sensor and display
 

● Bump sensors – Used for robot navigation. 
● Reflectance sensors that determine the bump using change of light intensity.
● Using a servo motor to angle a small rod to cause the bump sensor to activate. 
● Display gives the output for each bump.
● We use an OCR to read the output displayed on the screen.  
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Fault 
Classes

Types of Faults
Tested Sensors and Reported Results

Display Status Diagnosis

Left Bump Right Bump Both Bumps

HW
Fault

Left sensor fault No response Responds to 
right bump

Responds only 
to right bump

Partial or 
missing data

Left Bump HW 
fault

Right sensor fault Responds to 
left bump

No response Responds only 
to left bump

Partial or 
missing data

Right Bump HW 
fault

Display fault Normal 
detection

Normal 
detection

Normal 
detection

No display 
output

Display is faulty

Both sensors or 
the display are faulty

Partial or no 
output

Partial or no 
output

Partial or no 
output

Partial or no 
output

Both sensors 
are faulty

15

Hardware Faults in Bump Sensor

● Display is also tested along with IMU, so when there are ambiguous output, we can eliminate the 
faulty working of display using the IMU test.
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Software Faults in Bump Sensor
Fault 

Classes
Types of Faults

Tested Sensors and Reported Results
Display Status Diagnosis

Left Bump Right Bump Both Bumps

SW
Fault

Left sensor mapped right Right bump 
reported

Right bump 
reported

Right bump 
reported

Normal Left sensor 
mapping error

Right sensor mapped left Left bump 
reported

Left bump 
reported

Left bump 
reported

Normal Right sensor 
mapping error

Both sensors mapped 
wrong

No bump No bump No bump No bump No response

Normal No fault injected Left bump Right bump Left and Right Normal No faults
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Test Cases - IMU and display
 

● IMU sensors – navigation and orientation of the robot. Very prevalent in robotic 
systems.

● Use a pan and tilt platform that is calibrated to tilt to a certain random angle.
● The display shows the angle that is calculated from the sensor output.
● We use an OCR to read the output displayed on the screen.
● Additional steps here – fetching the pitch and roll values correctly.
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Mode Measured Pitch Actual Pitch Measured Roll Actual Roll Check

Normal 24.14 25.00 0.20 0.00 Passed

Normal 0.00 0.00 26.07 25.00 Passed

Normal 10.73 10.00 0.36 0.00 Passed

Faulty 217.81 20.00 2.96 0.00 Failed

Faulty 26.56 0.00 208.10 20.00 Failed

Faulty 45.05 0.00 -400.45 -20.00 Failed

18

Fault Detection in IMU

● Fault injection here was through software since a faulty sensor would also give erratic 
values.



Copyright © 2025 Arizona Board of Regents

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

1. Setup 2. Compilation 3. Execution 4. Reporting

GitHub Actions Flow

● The actions are triggered using conditions specified in the yml file in the workflow 
directory of the respective repository.

● The flow of the GitHub actions for testing can be thought of as four categories. 

19
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1. Setup 2. Compilation 3. Execution 4. Reporting

20



Copyright © 2025 Arizona Board of Regents

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

Area below the line reserved 
to accommodate live closed 
captioning during presentations.

1. Setup 2. Compilation 3. Execution 4. Reporting
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1. Setup 2. Compilation 3. Execution 4. Reporting
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1. Setup 2. Compilation 3. Execution 4. Reporting
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● Security of the runner and robot. – Raspberry Pi as a physical representation of a VM.

● Creating a rate limiting check or safeguards which prevent the other tests or users from being 
starved of the hardware.

● Agents to be deployed to take care of repetitive actions.

● Understanding the battery performance or efficiency of the robot.

● Testbed hardware improvements.

Future Work
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Conclusion

● This study is aimed at creating a testbed that can test the behavior and performance of 
a CPS after a firmware upgrade or a toolchain change.

● The primary aim is to make educational open-source platforms safe and secure. 

● Addressing the tedious testing process for CPS in the CI/CD pipeline.
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FIN

Questions and Discussions
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ASU KIM Lab:  https://labs.engineering.asu.edu/kim/

Hokeun Kim:  
hokeun@asu.edu

Donghoon Kim:  
dhkim@astate.edu

Aditya A Krishnan:  
aakrishn@asu.edu

LF Embedded Systems Labs:  https://www.lf-lang.org/embedded-lab/

ACT Repo:  https://github.com/lf-lang/act-lf-testbed

https://labs.engineering.asu.edu/kim/
mailto:hokeun@asu.edu
mailto:dhkim@astate.edu
mailto:aakrishn@asu.edu
https://www.lf-lang.org/embedded-lab/
https://github.com/lf-lang/act-lf-testbed



