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* Many IoT frameworks do not provide enough support for securing resource-constrained devices.  Founpation: ® @ @ R O S 2
* Security solutions for the general Internet (e.g., TLS) do not work well for critical parts of the 10T. w_

» Data Distribution Service (DDS), a widely used solution for distributed embedded systems, including 4/ LN T(-\ s PAN = -
ROS2 and AUTOSAR, suffers non-determinism 1n real-time embedded and time-sensitive IoT systems.
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* Edge computing-based open-source security solution for * Supports distributed executions called federated execution. i

distributed IoT systems.
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Approach Improved Authentication| Securing Real-Time IoT Systems (Work-in-Progress)
* Support fundamental security guarantees (€.g., authentication, authorization, key
distribution, secure deployment) for real-time IoT systems with resource constraints.
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» LF, by default, performs authentication using
federation id sent in plaintext (not secure).
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+ We added HMAC-based authentication using
federation id as an HMAC key and a three-way
handshake with HMAC TAG based on random

nonces (federation id not sent 1n plaintext).
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* Auth & RTI run on edge computing devices (e.g., smart gateways, on-premise Servers.)

Preliminary Evaluation HMAC Authentication| Security Guarantees Using SST
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