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Abstract—The use of Agentic AI has become prevalent beyond
non-critical tasks such as reply suggestions, writing guidance,
or problem-solving. Agentic AI has emerged in the delegation
of critical tasks, such as making purchases with credit cards,
managing banking/finances, and planning business travel that
involves booking flights or hotel reservations. However, security
risks and privacy concerns have been significant barriers to
using Agentic AI to perform critical tasks. Although there have
been vendor-specific solutions for Agentic AI running critical
tasks such as Agent Pay by Mastercard, there has not been a
generalized solution yet. To better understand this gap, this paper
conducts a case study on the use of currently available Agentic
AI to perform three scenarios of critical tasks on commercial
websites. Based on observations from our case study, we also
propose a prototype design of our access control approach for
the delegation of critical tasks to Agentic AI, with a prototype
website with fine-grained access control mechanisms.

Index Terms—Agentic AI, Critical Tasks, Delegation, Access
Control

I. INTRODUCTION AND MOTIVATION

The introduction of Agentic AI has brought significant con-
venience to our lives. Traditional AI research has focused on
reactively generating appropriate responses to user input [1].
Recent advances in large language models (LLMs) have led
to the emergence of Agentic AI, which moves beyond reactive
behavior to autonomously plan, decide, and act to achieve
complex tasks [2]. Agentic AI extends its capabilities to
assist and even influence the decisions we make in our daily
work. Over the next few years, Agentic AI is expected to be
increasingly adopted across industries [3]. Beyond industrial
applications, it is anticipated to become further integrated
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Fig. 1. Example scenario of Agentic AI interacting with an external resource.
The user provides natural language instructions with sensitive information,
such as credit card details, to the agent, who then communicates with the
hotel system to complete the user’s request. This figure illustrates the security
risks and limitations of Agentic AI in real-world applications.

into daily activities, handling a remarkable share of online
shopping tasks and gradually reshaping the e-commerce envi-
ronment [4]. Agentic AI can interact with external resources,
expanding its scope of activity. However, as shown in Fig. 1,
such capabilities often require users to provide the AI with
sensitive information, such as credit card information, ad-
dress, or social security numbers, creating serious security
and privacy risks [5]. In addition, the well-known issue of
hallucination in LLMs raises additional concerns when using
AI agents [6]. Unintended actions triggered by hallucinated
outputs, especially after receiving sensitive information, could
have serious security implications.

AI agents face significant limitations when performing
complex tasks or end-to-end activities. Although they can
streamline and simplify many user tasks, they still depend on
substantial human involvement. Security constraints, such as
bot detection or Google reCAPTCHA [7], often require human
assistance when an AI agent attempts to log in to websites
on behalf of the users, restricting the agent’s operational
scope. For example, OpenAI’s Agentic AI, Operator [8], also
requires human participation in specific tasks. According to
their description, the Operator is trained to decline tasks that
handle sensitive information, such as banking transactions. In
addition, it requires human intervention when encountering
security challenges, such as login processes or CAPTCHA
prompts. When AI agents operate within already logged-in
mobile applications to perform assigned tasks, communication
with the client remains necessary [9]. In other cases, where
agents only provide passive guidance on task steps or perform
limited actions, active user interaction is also required [10].
Despite these observations, there is a lack of case studies that
examine the limitations of AI agents performing real-world
tasks autonomously from start to finish with sensitive data, in
the manner of a human assistant.

In this paper, we conduct a case study on current Agentic AI
systems, focusing on their capabilities in handling critical and
sensitive data, such as credit card and payment information.
We also develop a prototype website and implement key capa-
bilities and application programming interface (API) functions
to support these needs.

II. BACKGROUND AND RELATED WORK

Existing research on access control in Agentic AI systems
has mainly focused on managing and monitoring an agent’s
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access to user accounts. For example, Stytch [11] provides
OAuth-based access and session management frameworks, us-
ing role-based access control to define the scopes within which
agents can operate. Permit.io [12], in combination with Pydan-
ticAI [13], offers fine-grained access control mechanisms, such
as prompt filtering, secure external access, and additional data
protection features. However, Permit.io’s approach is primarily
centered on restricting agents’ access to sensitive data, rather
than on ensuring how such data is securely processed once
accessed. Current solutions focus on verifying who the agent
is and what categories of actions it may perform, rather than
addressing in depth how the agent should handle, process,
and safeguard highly sensitive information, such as credit card
numbers, addresses, and payment details.

Recently, Mastercard launched Agent Pay [14], an infras-
tructure designed to enable Agentic AI systems to make secure
payments in real-world commerce. Agent Pay focuses on
creating a payment ecosystem for AI agents, allowing them
to autonomously initiate and complete transactions on behalf
of users. This is achieved by using Agentic Tokens [15], a data
obfuscation technique that replaces sensitive card information
with secure digital signatures, minimizing the risk of data
exposure during autonomous transactions. Although this rep-
resents an important step towards supporting secure financial
activities in the age of AI, Mastercard’s framework is still
limited to its own payment network. Other payment methods,
such as Visa, Venmo, or cryptocurrency, cannot be integrated
into this framework. In addition, the final approval of each
transaction still requires explicit human intervention.

Our work aims to provide a more general and extensible
solution that is not bound to a single payment provider. We
propose a secure agentic environment that can be seamlessly
integrated with widely used platforms such as PayPal, We-
Pay [16], and any other mainstream payment service providers.
Furthermore, to foster collaboration and community adoption,
we plan to release our system as an open-source project on
GitHub1. In this paper, we demonstrate a case study to analyze
the current capabilities of Agentic AI.

III. CASE STUDY: LLMS INTERACTING WITH
REAL-WORLD WEBSITES WITH CONTROLLED ACCESS

To evaluate the capabilities of current Agentic AI systems
and to examine their limitations in performing tasks that
require handling sensitive information on real-world websites,
we conduct a case study with different scenarios described in
Fig. 2. To overcome these limitations, we design a prototype
website for Agentic AI. For our experiments, we use the
Meta Llama-3.1-8B-Instruct model and Llama-3.2-3B-Instruct
model, implemented in Python 3.12.11, and run the workloads
on an NVIDIA A100 GPU. We grant the agent access to
execute the Firefox browser for all interactions between the
agent and external websites. The experiments are executed in
a server environment without persistent user profiles, browsing

1https://github.com/asu-kim/agentic-ai-access-control

history, or residential IP addresses, which may differ from typ-
ical end-user settings. For security considerations, all scenarios
are designed to proceed only up to the point before executing
payment or money transfer operations.

A. Hotel Reservation

Scenario: Consider a scenario in Fig. 2a where a user asks
an Agentic AI to book a hotel for a business trip. The user
provides the location, travel dates, and specific conditions,
such as requiring a 4-star hotel or higher and a nightly rate
under $300. To complete the task, Agentic AI searches the
reservation platforms (e.g., booking.com [17]) for suitable
options and then requests the user’s information, such as
username, password, and credit card information, to finalize
the reservation.

The Agentic AI successfully set the destination and applied
the four-star filter to generate appropriate search results. How-
ever, since parameters such as check-in and check-out dates,
the number of guests, and the number of rooms were presented
in graphical or non-textual formats, the agent was unable to
satisfy the user’s constraints and finish searching. In some tri-
als, the Agentic AI was able to reach the reservation system’s
login page. Nevertheless, Agentic AI was unable to complete
the login process autonomously and required human inter-
vention due to security barriers. Specifically, Booking.com
enforced additional authentication steps, including email-based
verification and a reCAPTCHA challenge, which functioned as
intended to block automated access. Moreover, in many cases,
the agent incorrectly concluded that the task was completed
even when it was not.

B. Product Purchase

Scenario: Consider a scenario in Fig. 2b where a user asks
Agentic AI to purchase an item. The user specifies the desired
product and price range and then provides sensitive informa-
tion such as the shipping address and credit card details. The
agent searches for the item via external e-commerce platforms
(e.g., Amazon [18]) to identify items that meet the given
conditions and proceeds with the purchase on behalf of the
user.
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Fig. 2. Case study scenarios of Agentic AI interacting with an external
resource to perform tasks on behalf of the user.



TABLE I
SUMMARY OF CASE STUDY RESULTS – PROGRESS OF AGENTIC AI ACROSS SCENARIOS.

Scenario Trials Task Completion
Rate

Search Success
Rate

Login Success
Rate

Average Number of
Human Intervention

Hallucination
Rate

Unintended
Action Rate

(a) Hotel Reservation 5 0% 0% 20% 0.4 80% 20%
(b) Product Purchase 5 60% 100% 60% 1.4 40% 60%
(c) Banking System 5 0% 0% (bot detection) 1 20% 0%

TABLE II
SUMMARY OF SCENARIO (B) - PRODUCT PURCHASE (MFA: MULTI-FACTOR AUTHENTICATION).

Logs Task
Complete

Item
Search Login Checkout

Page Hallucination Number of
Unintended Actions

Number of Human
Interventions Note

log 1 Failed Success N/A N/A No 1 1 (terminate manually) Added item multiple times
log 2 Failed Success N/A N/A No 1 1 (terminate manually) Added item multiple times
log 3 Success Success Requested Reached No 0 1 Login request with MFA

log 4 Success Success Requested Reached Yes 0 2 Wrong decided of failure and
requested human intervention

log 5 Success Success Requested Reached Yes 1 2 (terminate manually) Proceeded task after session expiring

The Agentic AI successfully searched for the specified
product name and the desired price range. From these results,
the agent placed the top-listed item into the shopping cart
and proceeded with the checkout process. During the checkout
process, human intervention was required for the login process,
as the Amazon site required user credentials along with
verification through a one-time code sent via SMS. Once the
authentication was complete, the agent was able to resume the
workflow and proceed through the checkout process, reaching
the payment page. However, in some cases, the function
responsible for adding items was invoked twice, resulting in
duplicate entries in the shopping cart. Since Amazon’s check-
out process proceeds with all items in the cart simultaneously,
storing duplicate entries caused a risk of unintended product
purchases. Furthermore, the agent occasionally attempted to
restart the operation after completing the assigned task, which
required manual intervention to terminate the process.

C. Banking System

Scenario: As shown in Fig. 2c, a user requests Agentic
AI to perform an online wire transfer. The agent logs into
the banking website, verifies the account balance, and then
executes the transfer, using the target account number, routing
number, and the specified amount. Since this process directly
accesses the user’s bank account, it requires highly strict
access control.

We executed this case study scenario on a real banking
platform, the American Express website. The Agentic AI
attempted to begin the process by logging into the user’s
account to verify the account balance as the first step of a wire
transfer. Although the agent successfully landed on the login
page, it could not proceed further because the agent’s HTTP
request for the login attempt was blocked by the American
Express website’s bot detection mechanism with an error
message stating “Browser is under remote control (reason:
Marionette).” We encountered the same bot detection issue
even with the real human user’s username and credentials. As
expected for a banking platform, the security system strongly
enforced bot detection and correctly blocked automated login
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Fig. 3. Case study results summary: illustrating where human interventions
occurred during task execution. Orange solid arrows indicate Fixed Human
Interventions that were always required (e.g., MFA), while dotted arrows
indicate Conditional Human Interventions, which occurred in some trials but
not in others.

attempts. Consequently, the agent was unable to proceed
beyond the authentication stage to the next steps, such as
balance verification or transfer execution.

Moreover, in some cases, the agent incorrectly concluded
that it had reached the transfer page, even though it had not
progressed beyond the authentication stage. This hallucination
demonstrates the challenges of verifying task completion and
the potential risks of relying on autonomous agents in critical
tasks.

D. Summary

TABLE I and Fig. 3 summarizes the results of our case
study scenarios for each scenario: hotel reservation, product
purchase, and banking system. For each scenario, we con-
ducted multiple trials and reported metrices that included
the task completion rate, search success rate, login success
rate, frequency of human interventions, hallucination rate, and
unintended action rate.

In the hotel reservation scenario, the agent was able to
search for a specified destination and apply filters such as
4-star or higher on the Booking.com website. However, the
agent could not complete critical steps, such as date and guest
selection, and the login process, which required multi-factor
authentication and reCAPTCHA.

In the product purchase scenario, as summarized in TA-
BLE II, the agent successfully searched for items on Amazon,



added them to the shopping cart, and advanced to the payment
page, after login was completed with human intervention.
However, problems such as duplicate cart entries and unin-
tended persistence after task completion illustrate the potential
risks of Agentic AI.

In the banking scenario, the agent was able to reach the
American Express website login page, but was unable to
proceed with the login because the website blocked automated
access. In some cases, the agent misjudged its progress and
incorrectly concluded that it had reached the transfer page and
completed the task.

In summary, these results highlight both the potential and
the current challenges of Agentic AI systems in executing
end-to-end workflows involving sensitive information on real-
world platforms.

IV. PROPOSED DESIGN

As a proof-of-concept design, we design and develop a pro-
totype website (shown in Fig. 4) that addresses the limitations
observed in our case study. As seen in our case study, Agentic
AI requires our sensitive information and human intervention
when we delegate critical tasks such as transactions with credit
card details during payment processes. Our prototype improves
upon these limitations by automating session and task comple-
tion controls to reduce unnecessary human involvement while
maintaining security.

This prototype implements a fine-grained access control
mechanism in Agentic AI by enforcing session-time limits.
For example, we introduce an auto-sign-out function after
task completion, which enhances security and reduces the
risk of unintended actions by the agent. We also adopt data
obfuscation (data tokenization) of card information, similar to
Mastercard’s Agent Pay. However, while Mastercard’s Agent
Pay is limited to Mastercard’s ecosystem, our prototype is
designed in a provider-agnostic manner. The tokenization and
access-control mechanisms can be integrated with various
payment providers, such as Visa, PayPal, or Amex. Our
prototype also tokenizes users’ physical (mailing) address data
to prevent the agent’s direct access to the raw data of the
sensitive information.

With our prototype website that implements the standard
password-based authentication mechanisms (e.g., password
salting), users can log in with their username and password,
and then access a personal dashboard. To minimize risks after
an agent finishes its assigned task, we implement a “Task
completed” function, ensuring that agents cannot continue
acting beyond the intended scope. In addition, a 10-minute
session duration automatically logs out inactive agents to
reduce exposure from unattended sessions. Sensitive informa-
tion, such as credit card numbers and addresses, is stored in
a tokenized vault. Through tokenization, agents are granted
access only to tokens rather than raw data. The payload is
encrypted using Fernet [19], and only a token is exposed to
the agent or UI.

With our website, users can delegate Agentic AI to perform
tasks based on user requests as outlined in our mock scenarios
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Fig. 4. Overview of the task process of Agentic AI in the proposed design
with a prototype website with access control: (a) Initialization: user login
and service selection, (b) Configuration: constraint settings and search, (c)
Execution: payment processing and workflow recording.

in Section III, hotel booking, product purchase, and flight
reservation. In these scenarios, users can specify detailed
access-related constraints for their requests, such as minimum
rating, maximum acceptable price, or delivery windows. The
agent searches only within these constraints, and any attempt
to operate outside the specified scope, such as selecting an
item priced above the specified maximum, is explicitly denied.
In addition, we by default enforce a hard cap that prevents
the total authorized payment from exceeding $1,000 USD.
Overall, these step-by-step enforcements ensure that agents
remain within the bounds specified by users while preventing
unauthorized actions or excessive spending.



While the current prototype demonstrates three application
domains (product purchase, hotel booking, and flight reserva-
tion), the access-control constraints could be extended beyond
the current specific scenarios. For example, the product pur-
chase scenario can be applied to various e-commerce platforms
beyond Amazon, and the hotel booking and flight reservation
scenarios can be generalized to any application that requires
specifying location and dates. We regard our prototype as
a foundational step toward a framework that can be more
broadly applied across diverse domains where sensitive data
and task delegation must be carefully controlled.

We release our source code and logs as open source on our
GitHub repository2 under one of the most permissive licenses,
the BSD 2-Clause License. Our prototype website can run
locally with Python 3.10 or later. Detailed instructions for
installation and execution are provided in the README3.

V. CONCLUSION AND FUTURE WORK

The delegation of critical tasks to Agentic AI requires strong
guarantees of both security and reliability. By conducting a
case study on real-world websites, we identified the limitations
of current systems, such as the inability to bypass authentica-
tion challenges, the use of graphical or non-textual interfaces,
and the restriction of automated access. Building on these
observations, we propose a prototype website with fine-grained
access control through session limit enforcement, tokenization
of sensitive information, and user-defined boundaries. This
approach supports security-critical applications of Agentic AI
in e-commerce environments.

As future work, we plan to integrate this prototype with
open-source software for access control (authorization), such
as Secure Swarm Toolkit (SST)4 [20] or Kerberos [21].
By combining tokenized (obfuscated) data protection with
authorization mechanisms, we aim to create a more robust
and secure system capable of supporting Agentic AI opera-
tions. In addition, we will evaluate our system in a sandbox
environment that replicates real-world commerce systems to
further demonstrate our prototype’s effectiveness. We also plan
to formalize security properties such as roles, trust boundaries,
credential handling, replay protection, spending limits, and
safety invariants, and map our prototype mechanisms to these
properties.
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